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ME[E C|Xt2l(Design for Reliability (DfR))= F210Q17}7?

o AlZ|M(Reliability) = L2 82 &7:
> WK™ E 7152 = (perform the specified function)
> 0| Al A (at the customer) (D ZHO| AFE2FE 0| M)
> LSk =HA|ZHY| A X (over the desired lifetime)

o AMEZ|M C|XtOI(Design for Reliability) S2|& T2 EEIQ o] M
CHAIOIM AE £ AAES ME[EES ES5tE ZENA
> MebM EF2lA C|X}Ql(Design for Excellence (DfX)) Mo AEZ ZF

~
L=
=-

r

rorx
1>
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Z=O|Atat: DR Solutions AtQ| DfR CHH| CtE & KX|2| DfR

DiR: 582 T EEIY T (before prototype)2t=0| &=

CIE M= S8 2 MY MZF2[ 2f0|Z AIO|ZS(HALT, = * 9l
=&, ME|MH M)

DfR: Er2o| 11 &k(single point of failures)= 2 X|S5l= 40| ™ &
CIE AN=: S™=2 A[AH & JA0 OF B E (9N )

erLeef®
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M2 CIxEQl 0|87

o MZX™Ol M|Z2| 7|X(Foundation)= 7113} C|X}Ql
> Ol®X[(Margin)& H&
- A 2235 A3
- DS UEAZ

e
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X} S =R 0] ElARlE =7t SHISHLE?

M7\ DA XHElectrical 7| A™ A A KHMechanical
Designer) Designer)
o 22X (Circuit Schematic) o PCB g|0|0}=21} Of=2}2l

. RE HE
> M ZEBIll of materials (BOM))

> S E =S (Approved
vendor list (AVL))

o TAH m7|F2| ChE 2

o O -
SIERIY 2 E& 4%t 5= O
SHAIX O] ABS &t

1 O 1L 1 =222 0O
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U AR 71A 2AKE ALOJO]| 2528 S8 wgt

ST S| Cis gIokst of)

—

—_—

DA 7|CX|(M2lE, +=F, ArEEtE) 7 MER XM= 7Ht” NeW
product development (NPD)) ZZ M|AQ| & HIYE|O| R/UX| AF

S0l B2 b= As B2 E2 €50 A= &= UL
(There can be many things that “you don't know you don't know" )
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O DfR: f W21/ O M0

10%
o HM&H2l OEM=

H7te| 75%= H
A2

o
—
A

=21 .:h' NE
E-ng-+d|

o CIXIQI EHEFE AIEStE
OEMZ
- 82% 7h O XIF Y H|82 %B
> " 66% 7t O HA Bt=(re-spins)
. HHEO|A $26,000 7HX| X oF

X}

73%

d Rick Jarman .Collaborative R&D; (New York John Wiley&Sons. Inc. 1999). 17.
ful PCB Development, 2007 http://new.marketwire.col

Gene Allen an
Aberdeen Group, Printed Circuit Board Design Integrity: The Key to Success

2%

15%

O Initial Design
J Engineering
W Test/Failure/Fix Cycle

1 Demonstration

/ -~
-

PN

m/2.0/rel jsp?id=730231
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o DfR: O HFZ Z40| 4 MpA| =l

_ 1000 x

Cost Of Unreliability
2x More

1x
CONCEPT DESIGN VALIDATION PRODUCGTION
- Ideas/Sketches - Lost Market Share . Warranty/Recall
I Engineering/Design Il Verification/Testing B Prototype Parts
. Specs/Drawings " Lost Production

7 MEZEEA| YTET YHE 222 2], M= TF2T CITIEEIY 610¥ www.exleetedge.com E: I_EET




DfRS O H?

o ‘dEHQ DIREHZ XF 2AHL ZENA A=E A
AHIX|L| O & (Concurrent Engineering) 0|2t 2%l ztstdetA
AS EH 2 (cohesive, interactive) 2= 1} Eotst S @St

—— Performance
— Testability low est overall life-cycle costs

o Manufacturability

Design > Yerfy ™ Review +Frudu:+> Test

Service

problem prevention
— Cost instead of problem solving
and redesigns!

—— Quality
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2 & QA X|L| ¢ (Component engineer)
o WZ=2| ME7HPhysics of failure expert) (7| Al/XZ)
o M= QAMKX[L]|O]
> A YRAGH A, HiM, EEZF HE)
> HE/O{MZEg
. B 7HS LD Y AX|L|0
o HAE AX|ILIOICTATAG/Z7|sH 2 Ao 5=)
o G QAX|LIO( Tt A [HE)
ME[E AKX L 0f?
> G50 mef B2 1A Mzld AXL o= SAA HAYH &tE
HIAE0| Cigh 2t=ot 2 M0 2A0M= Aotz (limited) 7HX|E

NS gl
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DR #|0| &

—

7 [E | 7 HF & —
TaEE A3 —L| | A
JHLd EFCEA = = - &
o A A

&
=
Q

| .
I 1
| L EREE x|= ™A T2 M A ZHAL
/ e o ko 31 &MR = g
Ofo|E H=

_ . —  JsEys o
. 2E:HAE SA0) 2N
. B EWS 70|g TE0) g e -
= Q(CX}Ql 2/%) E I

FOig CIxpel —

11 MEEEA| YTEF YHE 222 2], ME F2F CINIZER 610¥ www.exleetedge.com E: LEET




DIR =7et H|3 5 5=(7/7]1|C[0oh

Many tasks, technigues and analyses are specific to particular industries and applications. Commonly these include:

Built-in test (BIT) (testability analysis)

Failure mode and effects analysis (FMEA)

Reliability hazard analysis

Reliability block-diagram analysis

Dynamic Reliability block-diagram analysis!®!

Fault tree analysis

Root cause analysis

Sneak circuit analysis

Accelerated testing

Reliability growth analysis

Weibull analysis

Thermal analysis by finite element analysis (FEA) and / or measurement

Thermal induced, shock and vibration fatigue analysis by FEA and / or measurement
Electromagnetic analysis

Statistical interference

Avoidance of single point of failure

Functional analysis and functional failure analysis (e.g., function FMEA, FHA or FFA)
Predictive and preventive maintenance: reliability centered maintenance (RCM) analysis
Testability analysis

Failure diagnostics analysis (normally also incorporated in FMEA)

Human error analysis

Operational hazard analysis /

Manual screening

Integrated logistics support
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DR =2} HaA Y == (DfR Solutions)

A
In
M

X
T1
v
c
®
<
@)
o
(@)
>
D)
L
<
wn
2

ol (

> =4 (Failure Mode Effect Analysis (FMEA)),

2|/ X| 24 (Fault Tree/Tolerance Analysis (FTA)), 182 EH
Design Review by Failure Mode (DRBFM)),

2|2 XM (Sneak Circuit Analysis (SCA))

M2 0% - ZSH (Empirical)
C| X2l A&l (Design Rules)
et C|XtCI(Design for Excellence)
> MNZ&A C|XQl(Design for Manufacturability (DfM)), H|AE /A
C| X} @l(Design for Testability (DfT))
HELXHZ|AA, ©7|A)(Tolerancing (Mechanical, Electrical))
AMEgo|dt RRZ(AE L)
> GA, 7|AA, MI7[H/2|2
A2 0]t = 22 (| SH)
> EMI/EMC, EOS/ESD, 11 %= 2| (Physics of Failure), H24Zt A~ (Derating)

0210z102 11
Lo m

WEHHO
:

Ll

:JE
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FB E EM(Failure Mode Analysis)
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"= , A2l AKX L0 E 2 LHE O F0ke
AXLOFECHE O Al A0 AE 2 2CL (Unfortunately,
reliability engineering has been afflicted with more
nonsense than any other branch of engineering.)"

Pat O'Connor (Author Practical Reliability Engineering).
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EE(Fallure modes) , 1 1 ZHd(Severity),
7t= A (Probability of occurrence), 12|11
=t X| A (Detectability)g &0 EE EF.

o LC|XtOIE2 M (DFMEA) 1} T2 M AEMPFMEA) & 71X 2 Al Sl

D .
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FMEA (7] 2)

o HAMO|D FRHQI AL FMEAS ot
!

o LIE == 8 =4
. DFMEA £ 012 92f 2 & AS( 4 HHE sAE HE EAS
3748 =0 0f DFMEAE 2t=3})
. ZBYKTH BT PAMEA 7t BERCH0| E £ S
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7tX| Q= FMEAs

- FMEAZ} 7}X|7F Q17| QIsHA= = 7HX| 7} LofLtof &

o BtLh, HA{0| R5%0|0f0f B
> 7| &5 (Functional block), X E
> H32HScoring)/7t X O0|1 AKX SE4UY.

_[I
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DfR O} 2|9l

o 82} EHA|/E 5 CHo|o{sH EHA|(DfR at Concept / Block-
Diagram Stage)
> AFFA

o
v_llI

= M (Part Selection)
HAsHeF 89l HAAMSF(Derating and uprating)

o XN|Z=/d C|Xt2I(Design for Manufacturability)
> dEld2 Bt A ST E2 A1)

o OIR HFHL| 1t D& =2|(Wearout Mechanisms and Physics of
Failure)
> QE'Y MK E9Q| XSt Degradation) 0=
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te =22l dz[d EArel?

HEXMOl AL RS EIA| %S

~ DRAM, SSD, M2t 28 40j et o1
S SK|S LIEFRX| 2

behavior)Z LfEfLH_TI_

J2{Lt, O|F2 CIE BE 188 20t § AtF o 9% 10| Lo

Y

U
o T= AT0|A, 2= DRAM, Zefl¢| K22, 3tE E20|E
OEE Hlot=l Hsk(Llimited mquence on the failure rate)
ZChn g2l
> 25 o GA] DEE| et 210 YL

- 20703 20|= DRAM 0f|2{=0| =0f =|A S7I5tH, HEHA QI &
L}O|(Calendar age) 7}  H=tst X|HO|A 2.
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z=o| M2l TRl

—

=H F2(Cold is the new Hot)

0% OlsoI M FIBHE +BE I & AUS

TTF vs. Use Temperature
1000
=
= 400
e
=
‘T
Y
(=]
i
[+4]
€ 10 ~+TDDB
= - EM
--HCI
~+Chip
1
-50 0 50 100 150
Use Temperature [C]
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Md A el 4 2] DIR

22
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N/ E5x

o O] EFAOAM DfRO|| &7} Tl == QULE?
> OFL|C}|... O2|22 o

o Ol BAOM MF Ard= =Eotn O[3lohX| Xot7 &H 2|22}
o] O] OF% 0f| 2==2 BFEO| &.

o M HHAGAM =HES|OF & ST A
> {ME2|d JH(Reliability goals)
> A2 24 (Use environment)
> 37| XeHDimensional constraints)
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r>
Hu
0x
o
H

o AE|EEZ CHE0| Chieh ME2Q| a8 SHX Y
> WA-E 7|s2 =AY
> LA ZOAAM (OAZ2| A 2HE0f|A)
> LWRAoE =B A
o MAXO| AMZ|M X|&H: 2ot= =HA|ZH/HZEZ M= (Desired Lifetime
/ Product Performance)
o 2= =HA|ZHDesired lifetime)
> A0 UHZE|= 2 FolE
> B2 /i NHEe| BF0AM MaIHo = AL 0{0F &t

o N|& d&(Product performance)
> T EHFT 7|7 S0 2l
> A™E 2 e =F0A =—HT|ZE S AEH(Survivability over

lifetime at a set confidence level)
> MTBF EE= MTTRS 2| = ©HQ

gt
222 2], MR = FQF CINIEEIR] 610¥ www.exleetedge.com E*LEET
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[0

1% E(Failure Rate)

5l= 2~ (Desired Lifetime) O] & = Q5+7}?

XA E
HXHN| S

: @5E £ O2f

1960s, 1970s, 1980s

O} 2 (Wearotit)!

0271 92 (No Wdarout)!
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A X2 3|4=(Warranty Returns): & &(A%)

Laptop 3 year Failure Rates

0,
35% 31.0%
o 30% - === Total Failure Rate N
c === [Vlalfunction Rate
= 25% f—
uﬂ-, Accident Rate 20.4%
Q2 20%
S
o 15% 0
A 10.6%
S 10% : 0% =l
X
5%
5% SquareTrade Laptop Reliability

0%

1 3 5 7 9 11 13 15 17 19 21 23 25 27 29 31 33 35

Months since ltem Purchase
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Figure 2. Non-Accident Failure
Reasons - iPad1 and 2

Speaker G

9% 8% other
10%

Software

14%

Power & Battery

37%

Screen

22%

. IPad

Figure 3. 12 Month Malfunction Rates of Common Portable Electronics

8.0%
7.0% 6.9%
6_00/0 5.30/0
5.0% 4.5%
4.0% 3-40/0 3.9cy0
3.0%
2.0%
0.9%
1.0%
0.3%
0.0% [ -
iPad 2 iPad 1 Digital Smart Laptops Nethooks Basic
Cameras Phones Feature
Phones

A IXHZ0] MM el 1 dEld
) H2[80] U=

O .

ot 2T EQ0], 40|= £, 7|EE, ot

27
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SRS =2l ASA 2=

o XtsXt MAEE NHEAS2 HO|E Aa=(Incidents per
thousand vehicles, IPTO)E =& (0{H |7,_F 7_+7_4,01| A8, EE 14)
> |Sk= IPTVE Ot™ af Z=XI(Safety and Propulsion) 0ff 34| o|&
SIC At X 22| 0| =2 (Hyundai Brake)

> 25-30 IPTV —'?'—Xﬂ)

> 031IPTV (&X 9=

GM OQHE|EtAl B 0|3 (GM Antilock Brake)

> 032 IPTV (2H))

> 0.031IPTV (A 912)

M E I} AE[0] 2 (Saturn Power Steering)

http://www.hyundaiproblems.com/investigations/Genesis/2012/

http://money.cnn.com/2005/05/03/Autos/gm_investigation/

> 14 IPTV (_E_ X‘” ) http://www.carcomplaints.com/Saturn/Ion/2006/investigations/
L|AF E2i A D] M(Nissan Transmission)
> 5 O I PTV (E_ X—I | http://www-odi.nhtsa.dot.gov/cars/problems/defect/results.cfm?action_number=PE130298&SearchType=QuickSearch&summary=true

> 0.6 IPTV (X S =
Kt=(Axles) (4 to 14 IPTV)

http://www.mysanantonio.com/business/fool/article/Diversifying-Away-From-General-Motors-4306695.php
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< (Survivability)

Kid

M X
= O

o
=)
oro
Lo O

O =

L
—

o~
KO aln.
N J_Ano
U S
™ -
m~
TR
=0 <
A
~d LHo
< fofll
| M
<10
o@D M
I_Nlo A A

S oA

[

O

)

X ™2A[ZH(Mean Time To Failure (MTTF
ZF(Mean Time Between Failures (MTBF)

[
|

R=
KOrElolo

r M HE0oR
d .

O

erLeef®
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MTTF/MTBF 2| otA|

o MTBF/MTTF AAt2 DHO0| 7|2H02
- g 2luE fet 5715 M| X
o X 582 87| 418
. ABh= MTBFE £ H6}7| Qo) H|S0f 4%

. 2 w80l B XZE 42

> 50K A|7P I\/ITBF'— 50K A|ZF =91 n&0| QICH= A= o|0|skK| %2
o EX[AEIALL SO0 O H0 1% 3|O|= Otd
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2 ¥ AYEZSH 3AET] (Wearout
Mechanisms and
Physics of Failure (PoF))

31
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2= 2|(Physics of Failure (PoF)) = £ 217}7?

o ME|E =2|Streliability physics

oz 28Xl

HtM MOl

> ME[MZ 0|FStD 07 8K
floll =22|™ uteh(Z2|E, =2t
M =zapsh, 7| A ets)e| ECHof ~7
Dalglnt Al Z 0|2 ALE St
2N
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dd=e 22 A= 0lH
o 2|7t REE5t AlE80]dots A2 FAAN?

o IZ|A + AME|M(t>0) = K& O|=( Packaging + Reliability (t > 0)
= Material Movement)
> ZtAF(Diffusion)
> A2|Z(Creep)
> I Z(Fatigue)
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2t A (Diffusion)

o XL ®A} 0|2, 2RO0| otLtol 25 7I=22 ] Ol
Ma™Mo =z sk 7|27|(Concentration gradient)(j
gl_CI)_H %SEEDI (FiCkIS I_aW) % . v T v P

5,5 b % : B
n (z,t) = n(0) [1 2 ijm)]

']-J:l._ (:{Jt:l — _D.nl:'u.

LEC LED /g%

Concentration

0 Diztance from electrode surface (=)

o CH2 S(MA7|H &, AEHAM)0 o8 T2 = US
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PoFZ|dh Alz[d o=

CHEEo| nAEE| 7|8 R E.2 BtAH X Q(Semi-empirical)

> 7|28 V82 Oty 7=

> HZX(Calibration)0| 2 F=!

™ B|AEl(Calibration testing) O] 02 X=l=0 24X 2 E|0{Of

St

> A

0

e

PoFO| 22 XA I} X QU E 2| TkatHE{0] TS T ZHO|X
L .

0

- O] £0: HAE82 4 W7[X] £(BGA, Z0i7] E7hY, 2l Sl= A,
S)0ll Cioto] A = &.

35
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. ~N
1Y e g1ieE
T:-_TA
[b CI] [Ec.z,HCI] L =17 5 VAN ]
Py C X - exX - -
THCT OC exXp — ex] T 1 /0
~0.51eV .
Ti e eXp(zjeXp(~ —0.063%RH) TrppB X exp[—brppr - Va) -eXP{EG];;l%DB]
g D 0.178510g£ n
N 6D o7 +0.9§[—6X§26f)} Y Ae=0 4 :£\QJ exp Ea (l_ij
— t \ KelTp T,
. Eaopn EunBTI
Tezm o< (J) : eXp[k—T] T~Npr1 X exp|—byprr - Vi GYP[T}
h h —
(az—al)-AT-LzF-( SRS L S 4{2 VD
E.A EA AG AG. \9:Gpa
2L R|IRE 4 QUCH RS Bf0F BHLI?
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PoF @} OFX (Wearout)

o X CIARrRIO| M EZ7[A XSHof| O{fH A 0] of lok7t?
> Nty 2EIM A A S 7 0| (Oxygen vacancy migration))
> OE2| FX[(HeHE A7 AO|Z(Write cycles), 817] Zl4=(Read times

> o= Zdl X (Electrolytic Capacitors) (Hsl|& St (Electrolyte evaporation), 5T &
Z=~l(Dielectric dissolution))

> ZE FHIA(Film Capacitors)
> X &(Resistors) (P HASe0| 2 SSICHH)
> 2 7|"t =Z(Silver-Based Platings) (2t HAIM ot AN ==& QUCHH
> Zdf|0[(Relays)@t CHE 77| AH &F
> LED(Light Emitting Diodes) 2} 2{|0|X C}0| 2 E (Laser Diodes)
> AYH (DY 22X AAYStE| AL A [ ACHH)
> =M 3|AF{(Tin Whiskers?*)
> Integrated Circuits (EM, TDDB, HCI, NBTI)
> 4Atg HshHE (Interconnects) (A 8| =, O 2)
T 2E ME3Z (Plated through holes) HEA +8 2H0| EXE

2
= XQE
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M|2tal 24l A (Ceramic Capacitor) =& 0| &

M2te 28IME E§ A s S0H0|= Of2(Wearout)2 4
Ao = OHEX] Ees
n
t_1: \é exp Ea 1 _ 1
t2 Vl I<B Tl T2
oM t= AlZH VE 1Y, T 22K), n2 &dF=1A50M 7: ES
40| M 5), E,= 283t O X[(1.30]A 1.5), 2| & =Xt

At2=(Boltzman's constant) (8.62 x 10> eV/K)

T=H2 23 ZF 2H A (Extended value capacitors)0| CHSIO] K|tz
A OO

T AA DO

> Sub-2 micron SX™ A =7

> 350 SELH 2 ER(E7te 1E 7|=])

38
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L2 | B

war
2.5

OIX' |:|.E

1y HAHLS)

eV
09

DfR : : nEdin| el Mﬂﬂod-"rmﬂ

Panasonic 3 0.31 742F 2X / 15C &}

Murata 3 0.57 742F 2X / 8C 2} %

Venkel 3 0.8 7HEF 10X / 20C 2t

Intel 46 1.27 77 EfRIo] X6S ZHIAM ™A

Kemet-A 59 1.14 37} EtQo| X7R 2EHIM HA

Kemet-B 34 143 47| Efel X5R 2EHAM HA
25 (K) 383 418 433 433 433
25 Q) 110 145 160 160 160
Hof 18.9 12.6 37.8 37.8 37.8
£ 8l M (Capacitor) 0603/10uF/6.3V 0603/10uF/6.3V 0603/10uF/6.3V 0805/22uF/6.3V 1206/47uF/6.3V
HALT =H(&) 192 15 0.75 23 4
Dl 38L& 3.3VOIA AR AlZHEH)
DfR 16 4 8 250 43
Panasonic 2 0 1 18 3
Murata 35 17 84 2,561 445
Venkel 273 355 2,698 82,739 14,389
Intel 8,279 2,512 66,723 2,046,184 355,858
Kemet-A 32,155 4,142 404,915 12,417,401 2,159,548
Kemet-B 3,132 2,321 19,234 589,845 102,582
0603 / DfR 6,482 1,997 47,067 1,443,400 251,026

e

39

MZEEN ¥TET Y= 222 2], MSE T2

F EIN|EER] 610 www.exleetedge.com

ESALEET




upeti e = 2 X[(A=)

log(MTTF) MTTF(hr)

0.2

| ! I ! | ! 1

0.4 0.6 0.8 1.0
log(E) E(V/um)
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Aot axr=2|(Physics of Failure)!

o —1
t — 1N¢ _EA h qﬂEﬂpp
— ﬂfrfr/ﬂ” qd | CXPp—F—Sn
kET szT
Mol = K EE 0|2 =g (Critical ionic charge level), a= E43} 3|

7{2|(Characteristic hoping distance), v= At AE S| T F Fot=Jump
frequency of the oxygen vacancy), N2 A AE &= & (Concentration
of oxygen vacancies), q= Z2&X|& 0| 2% F(lonic charge of the point
defect), EA= =43} 0f L4 X|(Activation energy), kB= & X0t
2r4=(Boltzmann's constant), T= 2%, Eappe= HE ™ 7| & (Applied electric
field)

Randall, et. al., J. App. Phy (2013)
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MTTF (s)
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2= 2|(Physics of Failure) — Sherlock

o HEZEl NY¥=C =72 ER +
280k HO|He| &4 82(HA)

sed MEUM S7tE= 27
> Boeing, GM, Embraer, Volkswagen,
BAE Systems &

PTH Thermal Cycling
Fatigue

Constant Failure Rate
Generic Actuarial MTBF Database

erLeef®
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DfR A& Q-
(] 22 0] A)
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ALE Abe| (2

—

ox

i EE 95 AR0|M

Idle 22.1 20.9 37.1
Average 284 41.2 484
Maximum 52.6 63.9 69.4
Idle 21.6 21.0 36.8
Northbridge Average 41.8 31.8 44.6
Maximum 46.7 61.6 55.3
Idle 21.6 20.9 381
Average 37.0 35.0 46.8
Maximum 51.0 43.9 55.6
Idle 189 17.5 35.8
Average 20.1 22.2 434
Maximum 24.3 40.8 541
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DfR: 2= AtO|Z & (Temp Cycling)

Predicted Lifetime of Notebook Workstations
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DfR: 74 4l E

o 'ZH|Xt2(Consumer-grade)’ | Peting-Gold | Underplate- Nickel |
7 {7} AFQIBY/RAFS EIETE -
L~Fo| £33 AtRE & 2 %

S (ZEH &2 (Spot ErTE - 0
plating)% X|'Z|S Af%) 30 90

. UzZ S| 7|E0to EIrTH - 0
+0S HAsy| 9ol PoFs DTN
AtE 25 180
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DfR: &3 2} *l=(Shock and Vibration)

. L JE
|’i [ \ 7/‘, ::.\\‘
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S e 04
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CHR

(Functionality)=
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